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What	
  is	
  an	
  APT?	
  
	
  “An	
  advanced	
  and	
  normally	
  clandes@ne	
  means	
  to	
  
gain	
  con@nual,	
  persistent	
  intelligence	
  on	
  an	
  
individual,	
  or	
  group	
  of	
  individuals	
  such	
  as	
  a	
  foreign	
  
na@on	
  state	
  government”	
  

Gartner’s	
  Defini-on:	
  

Advanced:	
  Gets	
  through	
  your	
  current	
  level	
  of	
  protec@on	
  

Persistent:	
  It	
  takes	
  you	
  too	
  long	
  to	
  detect	
  it	
  got	
  in	
  

Threat:	
  It	
  causes	
  you	
  meaningful	
  harm	
  

Does not have to be state sponsored 



APT	
  in	
  the	
  News	
  

Am	
  I	
  a	
  Target?	
  Yes!	
  
Anything that can provide competitive advantage and $ 

•  Intellectual Property 
•  Engineering Schematics  
•  Financial Information for Product Manufacturing 
•  Email for Business Strategies 
•  Legal Strategy Intelligence for Economic Trade 



Targe?ng	
  and	
  Exploita?on	
  Cycle	
  

• Reconnaissance	
  Step	
  1	
  

• Network	
  Intrusion	
  Step	
  2	
  

• Establish	
  a	
  Backdoor	
  into	
  the	
  Network	
  Step	
  3	
  

• TheM	
  of	
  User	
  Creden@als	
  Step	
  4	
  

•  Install	
  Tools	
  &	
  U@li@es	
  Step	
  5	
  

• Privilege	
  Escala@on	
  /	
  Data	
  Exfiltra@on	
  Step	
  6	
  

• Maintain	
  Persistence	
  Step	
  7	
  



Threat	
  Vectors	
  (How	
  They	
  Get	
  In)	
  
Social Engineering for Reconnaissance:  
•  Use Social Networks & Known Associations 
•  Phishing/Whaling 
•  Email attachments 
•  Links to Malicious Files 
•  Drive-by Downloads 
Device Infections:  
•  From Inside or Outside the Network 
•  USB Drives/Storage Devices 
•  Mobile Endpoints (BYOD=BYO Malware?) 

User is the Key 



Malware	
  is	
  the	
  Tool	
  of	
  Choice	
  
Advanced Functionality / Simple to Obtain (DIY Kits) 

•  Keyloggers 

•  RAT’s (Remote Access Trojans) 

•  Crimeware (Tuned for criminal purposes) 

Maybe the “P” in APT should be 
Professional? 



What	
  Makes	
  Today’s	
  Malware	
  “Advanced”?	
  
•  Uses Zero-Day Vulnerabilities 
•  Tested to guarantee A/V evasion 
•  Aware of its Environment 
•  Virtual Machine Aware 
•  Uses Command-and-Control 
•  Domain Generation Algorithms/ 

Domain Fluxing  

Easily Evades Prevention  



Malware	
  Evasion	
  Tes?ng	
  

26 AV’s 

$1 
Unlimited	
  Scans	
  

$50/mo	
  



The	
  latest	
  SpyEye	
  kit	
  
has	
  Virtest	
  QA	
  
func?onality	
  built-­‐in	
  to	
  
ensure	
  zero-­‐day	
  
malware	
  delivery.	
  	
  	
  

Malware	
  Evasion	
  Tes?ng	
  (Push	
  BuTon)	
  



Malware	
  Environmental	
  Awareness	
  
•  OS aware (Mac/Android/Windows) 
•  Tests for Live Internet Access 
•  Virtual Machine /Sandbox Aware 
•  Can Infect Master Boot Records 



Command-­‐and-­‐Control	
  Drives	
  the	
  ATack	
  

•  Establishes Backdoor 
•  Downloads Other Tools 
•  Updates Itself / Mission 
•  Looks like Normal Traffic 
•  Channel to Exfiltrate Data 

73%	
  	
  

of	
  breaches	
  involved	
  
command-­‐and-­‐control	
  

channel	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  Data	
  Breach	
  Inves.ga.ons	
  Report	
  -­‐	
  

Verizon	
  RISK	
  team	
  



Command-­‐and-­‐Control	
  Drives	
  the	
  ATack	
  

Vic?m	
  Device	
   Criminal	
  Operators	
  

Send instructions/
commands 

Update/repurpose the 
malware 

Exfiltrate data 
Provide updates 

Command-­‐and-­‐Control	
  
(C&C)	
  

Fraudulent 
Transactions 

Intellectual 
Property 

Application or 
Customer Credentials 

Compromised	
  
Devices	
  



Domain	
  Genera?on	
  Algorithms	
  in	
  C&C	
  

Content	
  filtering	
  

Egress	
  filtering	
  
of	
  IP’s	
  and	
  Domains	
  

Algorithm	
  derived	
  	
  
list	
  of	
  C&C	
  server	
  	
  
candidates	
  



Persistence:	
  Establish	
  Foothold,	
  Lay	
  Low	
  

Average 

156 
Days Before 

a Breach is Discovered 

• 	
  ROI	
  (Return	
  on	
  Infec@on)	
  
• 	
  Find	
  addi@onal	
  entry	
  vectors	
  	
  	
  
	
  	
  	
  if	
  “door”	
  closes	
  
• 	
  Timeliness/fullness	
  of	
  stolen	
  	
  
	
  	
  	
  data	
  =	
  higher	
  resale	
  value	
  
• 	
  Subleasing	
  of	
  services	
  
• 	
  Access	
  and	
  resources	
  leased	
  
	
  	
  	
  to	
  other	
  criminals	
  



Advanced	
  Persistent	
  Threats:	
  
Targeted	
  Enterprises	
  and	
  Best	
  Defenses	
  

The	
  Targeted	
  Enterprise	
  



Common	
  Percep?on	
  of	
  ATacks	
  

Delivery	
   Malware	
  

Fraud	
  



Reality:	
  Federated	
  Opera?ons	
  

Delivery	
  

Malware	
  

Armoring	
  

Exploits	
  

Fraud	
  

Console	
  
Developers	
  

Organized	
  
Crime	
  

State	
  
Sponsors	
  



Lifecycle	
  of	
  a	
  Breach	
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ATacker(s)	
  
Multiple unaffiliated attackers may 
select a “target” organization for a 
variety of reasons. 

Hacker(s)	
  
Unassociated “hackers” may offer bounties 
or other incentives to attackers to target 
specific classes of organizations 
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Campaign	
  A	
  

Campaign	
  B	
  

Campaign	
  C	
  

Campaign	
  E	
  

Campaign	
  F	
  

Campaign	
  G	
  

Campaign	
  H	
  

Campaign	
  I	
  

Campaign	
  J	
  

Mul?ple	
  Campaigns	
  
Attackers will launch multiple campaigns against a selection 
of targets. Campaigns operate independently of one another, 
and will purposefully make use of different attack vectors. 

Service	
  Providers	
  
The services of third-party professional cybercrime providers may 
be purchased by the attacker(s). These services can range from 
spear phishing message delivery through to specific 0-day exploit 
manufacture. 
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Affiliate	
  
Target	
  

Business	
  
Partner(s)	
  

Trusted	
  Neighbors	
  
Business partners and affiliates are easily 
enumerated using public resources. It may 
be easier for an attacker to breach a 
trusted neighbor and use them as a 
springboard in to the target organization 



Lifecycle	
  of	
  a	
  Breach	
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CnC	
  

CnC	
  

Mul?ple	
  CnC’s	
  	
  
Attackers will employ multiple CnC servers & 
CnC discovery paths. This increases the 
probability that the crimeware will be able to 
locate and connect to the CnC servers in the 
face of takedowns and other forms of 
blocking. 

Ini?a?ng	
  contact	
  
The crimeware agents initiate 
contact with the CnC servers. 
Due to firewalls and NAT 
technologies, successful 
remote control of the 
compromised devices 
requires the victims to phone 
home (regularly). 



Exis?ng	
  Security	
  Measures	
  Aren’t	
  Enough	
  	
  

Internet 

Spear-Phishing eludes 
anti-spam technology 

Desktop AV can’t catch web 
script-based malware and 
zero-day exploits, and tested  
malware 

Web Gateway is 
far from  
fool-proof 

Firewalls and IPS don’t deal 
with email and web threats 

Sandboxing/ 
Blacklisting eluded 
by dynamic domains 

What about non-
Windows  devices? 



What	
  Can	
  We	
  Do	
  to	
  Defend	
  Against	
  This?	
  



What	
  Can	
  We	
  Do	
  to	
  Defend	
  Against	
  This?	
  Recommenda?ons	
  

•  Beaer	
  User	
  Awareness	
  	
  
•  Beaer	
  malware/exploit	
  detec@on	
  
•  Comprehensive,	
  real-­‐@me	
  visibility	
  and	
  analysis	
  of	
  
your	
  network	
  

•  Monitor	
  &	
  Correlate	
  events;	
  	
  Review	
  your	
  logs	
  
•  Contextual	
  /	
  situa@onal	
  awareness	
  to	
  determine	
  
true	
  network	
  behavior	
  and	
  inten@ons	
  

•  All	
  devices	
  covered	
  



The	
  Leader	
  in	
  
Advanced	
  Threat	
  Protec?on	
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1.  Preemptive threat detection – the Unknown Threat 
Big Data analysis for profiling of criminal “neighborhoods” 

•  Identify never-before-seen sites 
•  Obsolete the use of blacklists 

Automated correlation and attribution to threat operators 

2.  Rapid, easy incident response 
Automatically Identify the infection, threat and risk 
Provide actionable intelligence 
Avoid manual analysis of logs and false alerts 

3.  Option of terminating malicious communications 

4.  Device agnostic – PC, Mac, iPad, Android, Blackberry 

How	
  is	
  Damballa	
  different?	
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Damballa	
  

Fundamentally different approach 
  Research backed by leading Government, academic and business organizations 
  Six patents-pending    

World-Class Customers 
  Over 125 million assets protected worldwide 
  Global enterprise (F2000), ISP/Telco, Higher Education, Government 
  100% customer renewals 

Seamless	
  integra?on	
  into	
  exis?ng	
  environments	
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Damballa®	
  Failsafe	
  

Is	
  the	
  des?na?on	
  shady?	
  	
  
• 	
  	
  Suspicious	
  des@na@on,	
  low	
  reputa@on	
  or	
  known	
  bad	
  

Is	
  the	
  traffic	
  suspicious?	
  	
  
• 	
  	
  Suspicious	
  content,	
  DPI	
  of	
  payload	
  /	
  executables	
  /	
  files	
  

Is	
  the	
  behavior	
  automated?	
  	
  
• 	
  	
  Do	
  the	
  events	
  appear	
  to	
  be	
  soMware	
  or	
  human	
  driven	
  

Correla?on	
  of	
  
‘behaviors	
  seen’	
  
pinpoints	
  infected	
  

devices	
  

Damballa	
  Sensor(s)	
  
Deep	
  Packet	
  Inspec@on	
  of	
  All	
  Internet	
  Traffic	
  

Damballa	
  Cyber	
  Threat	
  Intelligence	
  

Damballa Failsafe identifies the ‘unknown’ threat,   
victim machines actively communicating with cyber criminals. 

f(x) 

Proxy	
   Egress	
  DNS	
  

Enterprise	
  Devices	
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Case	
  Studies	
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Damballa	
  CSP	
  for	
  ISP	
  and	
  Telco	
  	
  

  Captures and analyzes DNS traffic to identify infected subscribers 

  Provides compromised subscriber IP, “threat intent” & known  
remediation options 

  Provides reports, data export, SIEM and third party integration 
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Thank	
  You!	
  

Visit	
  Our	
  table	
  for	
  more	
  Informa?on	
  
(or	
  setup	
  a	
  free	
  evalua@on)	
  

www.damballa.com	
  


